Cybersecurity Capstone

Subject: Career and Technical Education
Grade: 11

Expectations: 61

Breakouts: 115

(a) Introduction.

1. Career and technical education instruction provides content aligned with challenging academic standards, industry relevant
technical knowledge, and college and career readiness skills for students to further their education and succeed in current
and emerging foundations.

2. The Science, Technology, Engineering, and Mathematics (STEM) Career Cluster focuses on planning, managing, and
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(C) solve problems and think critically;
(i)  solve problems
(iiy  think critically
(D) demonstrate leadership skills and function effectively as a team member; and

(i)
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(D) explain and create a digital signature; and
(1) explain a digital signature
(i)  create adigital signature
(E) illustrate steganography.
(0 illustrate steganography
(7) Cybersecurity skills. The student understands the concept of system defense. The student is expected to:
(A) explain the purpose of establishing system baselines;
() explain the purpose of establishing system baselines
(B) evaluate the role of physical security;
() evaluate the role of physical security

(C) evaluate the functions of network security devices such as firewalls, intrusion detection systems (IDS), intrusion
prevention systems (IPS), intrusion detection prevention systems (IDPS), and security information and event
management (SIEM) systems;

(i)  evaluate the functions of network security devices
(D) analyze log files for anomalies; and
(i)  analyze log files for anomalies
(E) develop a plan demonstrating the concept of defense in depth.
() develop a plan demonstrating the concept of defense in depth
(8) Cybersecurity skills. The student demonstrates an understanding of secure network design. The student is expected to:

(A) explain the benefits of network segmentation, including sandboxes, air gaps, and virtual local area networks
(VLAN);

() explain the benefits of network segmentation, including sandboxes
(ii) explain the benefits of network segmentation, including air gaps
(iii)  explain the benefits of network segmentation, including virtual local area networks (VLAN)
(B) investigate and discuss the role of software-managed networks, including virtualization and cloud architecture;
() investigate the role of software-managed networks, including virtualization
(i) investigate the role of software-managed networks, including cloud architecture
(iii) discuss the role of software-managed networks, including virtualization
(iv)  discuss the role of software-managed networks, including cloud architecture
(C) evaluate the role of honeypots and honeynets in networks; and
(i)  evaluate the role of honeypots in networks

(i)  evaluate the role of honeynets in networks
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(D) create an incoming and outgoing network policy for a firewall.
(i)  create an incoming network policy for a firewall
(i)  create an outgoing network policy for a firewall
(9) Cybersecurity skills. The student integrates principles of digital forensics. The student is expected to:
(A) identify cyberattacks by their signatures, indicators, or patterns;
() identify cyberattacks by their signatures, indicators, or patterns
(B) explain proper data acquisition;
(i)  explain proper data acquisition
(C) examine evidence from devices for suspicious activities; and
() examine evidence from devices for suspicious activities
(D) critique current cybercrime cases involving digital forensics.
(i)  critique current cybercrime cases involving digital forensics
(10) Cybersecurity skills. The student explores expanding and emerging technology. The student is expected to:

(A) describe the concept of S
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(D) discuss risk response techniques, including accept, transfer, avoid, and mitigate;
(1) discuss risk response technigues, including accept
(i) discuss risk response techniques, including transfer
(iii) discuss risk response technigues, including avoid

(iv)  discuss risk response techniques, including mitigate
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(15) Risk assessment. The student investigates the role and effectiveness of environmental controls. The student is expected to:

(A) explain commonly used physical security controls, including lock types, fences, barricades, security doors, and
mantraps; and

(1) explain commonly used physical security controls, including lock types

(i) explain commonly used physical security controls, including fences
(iiiy  explain commonly used physical security controls, including barricades
(iv)  explain commonly used physical security controls, including security doors
(v)  explain commonly used physical security controls, including mantraps

(B) describe the role of embedded systems such as fire suppression; heating, ventilation, and air conditioning (HVAC)
systems; security alarms; and video monitoring.

() describe the role of embedded systems
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